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What 1is OpSec?




What 1s OpSec?

= First things first
- Examine your activities from
an adversary’s point of view
- Way of life
- NOT a set of rules
- Best of all...it's free!

= Above all 2 ShutYour Mouth




What 1s OpSec?
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What 1s OpSec?

= Stay paranoid...and cover your webcam!




What 1s OpSec?

= Work alone
= Avoid being blackmailed =

= No one is going to jail for you!
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Methodology

WHOIS Google Searches

= The Old Way
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Methodology

= The New Way




Methodology

= Money trail
- PATRIOT Act

- Various types

» Pre-paid credit cards

» Pre-paid credit cards + Paypal

= Western Union

» Bitcoin
- Not truly anonymous!
- Every transaction is publically logged
- So...use bitcoin mixing/eWallet




Methodology

= Covert Infrastructure

~ VPS They said don't try this at home...
- Careful of payment So I'm gonna try it at a friend’s

house just to be safe.
- TOR

= Slow

- VPN
» Torguard.net
= Btguard.com

Create your own!
= SOHO routers

= Hack onto other servers
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Methodology

= Covert Infrastructure
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Methodology

= Don't be a hoarder
— Principle of least use
= Don't collect what you don't need
= Don't hoard data
= Delete it when you're done

— Be smart about it
= Dedicated infrastructure
= Truecrypt containers
» VMs with snapshots
= Qube-0OS

EXCESSIVE HOARDING

You do NOT need that many pizza boxes




TTPs (Tactics, Techniques, and Procedures)




TTPs

= Spear phishing
— Click rate ~ 25-35% AUWE! | got
SPEARED!

Dear Customer,
This is vour bank. We forgot your
social security numbser and password,

I SEND FAKE BANKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEMN T
FIND OUT THEIR
FINANCIAL INFOR-
MATION AND USE

IT TO STEAL THE
MONEY THEY DONT

DESERVE. l\ E_—L"J
|

me

@ Scott Adams, Inc./Dist. by UFS, Inc.

I HAVE A
MNELJ HOBBY.
ITS CALLED
PHISHING,

Why don’t vou send them to us so

we can protect your
money LOOKS
Sincerely, L LEGIT.

I. B. Banker

www. dilbert.com  scottadams Bacl.com
Baof ©20055con Adams, Inc./Dist. by UF&. inc.

= Countermeasure

— End user training but...it should reflect
current threat environment.

— Configure spam filter!
— Use proxy to block!




LinkedIn

Scooby Doo requested to add you as a connection on Linkedin

Shaggy
I'd like to add you to my professional network on Linkedin

- Scooby Doo

Accept View invitation from Scooby

WHY MIGHT CONNECTING WITH Scooby Doo BE A GOOD IDEA?
Scooby's connections could be useful to you
After accepting the invitation, check Scooby’s connections to see who else you may know

and who you might want an introduction to. Building these connections can create
opportunities in the future

PayPal

PayPal Email 1D
Dear

Qn Jan. 2013, your credit card has been removed from your paypal
account,

Possible removal reasons:

« Your card has been declined,

* Your card has expired,

« ‘Your card has insufficient funds to cover transactions.

To avoid any service interruption, please Add a New Card by

following the steps below. If you do not:

You may no longer be able to send instant payments using PayPal
To Add a New Card, dick on the link below:

Dangerous link
Do NOT click.

lewy Card, you can send money quickly and easily,
unlimited credit card and bank account payments, use special
and receive Customer Service hotline help 7 days a

You can also recaive payments for low fees

PayPal ? The safer, easier way

to pay

Make sure your money is

there when you need it

Accept credit cards and
checks wherever your
customers are with

PayPal Here

Fight fake emails

Forward suspicious emails
to spoof@paypal.com,
Make @ you're using
the latest internet

browser.

Visit the PayPal Security

Center




TTPs

S Pop and p|VOt| T 7S, D lzx-:tc.'nu.:llegjiie-‘mfj fevel: 5.4

= Be strategic! s
— Don't pop...just to pop Z* e ==
- Find high value targets = 1

= Tasklist of remote systems

= Net use for remote dir of c:\Users

= Query AD for logon events

wa




TTPs

= “Work"” during the day
— Blend in with the noise
— Harder to filter logins
— Easier to identify key targets

= Countermeasures

— Monitor, monitor, monitor...especially
privileged accounts

— Create user accounts for domain
admins

Help you blend in with the crowd




TTPs

= Cover your tracks
Clean the logs
Watch the prefetch
Registry MRUs
Change time stamp!

Remove tools!

= Risk =Threat xVulnerability x Cost
— The best way to not get caught, is to not leave tracks.




TTPs

& Prefatch

= M R U s File  Edit Help
~  HKCU\SW\Microsoft\Windows\CurrentVer\Explorer\FindComputerMR U |t B
- HKCU\SW\Microsoft\Windows\CurrentVer\Explorer\PrnPortsMRU B
—  HKCU\SW\Microsoft\Windows\CurrentVer\Explorer\RunMRU -
- HKCU\SW\Microsoft\Windows\CurrentVer\Explorer\StreamMRU

»  Audit Policy
- HKLM\Security\Policy\PolAdtEv

» (Clean Logs
- Windows Defender

= Binary logs! Check out MPDetection.txt
- McAfee

= BufferOverflowProtectionLog.txt

= AccessProtectionLog.txt 53 cbjecs
- Symantec

= \Docume~1\AllUse~1\Applic~1\Symantec\Symantec Endpoint Protection\Logs




TTPs

= Test, test, test, test, test, test, test, test, test, test, test, test, test

= Modifying the target is for noobs
— Modify your tools instead

— Packers, crypters, modifying the source, etc., etc. IRUET TN €80\ B1010) (V4

use the source, Luke!




=

SHAZ256: 0f6febd5c2030f70036b458chbd396ae63de3454497161bTchafae3ccfealaZed

total

File name msfexe

Detection ratio 35

;44

Analysis date: 2012-10-30 06:54:10 UTC { O minutes ago )

Analysis Comments

Antivirus
Agnitum
AhnLab-W3
Antivir
Auantiy-AN1
Avast

ANG
BitDefender
BwvteHero
CAT-QuickHeal
ClamaAai
Commtouch
Comodo
DrvWeb
Emsisoft

eSafe

Additional information

Result
Trojan.Rosena. Gen.1
Trojan\Win32_ Shell

TR/Crypt. EPACK Gen2

WWin32:SwPatch [Wrm]
Win32/Heur

Backdoor Shell_AC

Trojan.Swrort_ A
W32/ Swrort A gen!Eldorado
| ropvvare WiniZ Hozena. A
Trojan.Swrort_1

Backdoor Shell_AC (B}

Update

20121029
20121029
20121030
20121027
20121029
20121030
20121030
20121029
20121030
20121029
20121030
2074270350
20121030
20121030

20121028




SHAZ25E
File name:
Detection ratio

Analysis date

total

c2cE6bTe¥f18cablca98305611ffica238d9298599dbrddb7Va231 1f9cabscab 38
msfl_exe
25 /44

2012-10-30 0B:56:1656 UTC ( 0 minutes ago )

Analysis Comments Additional information

Antivirus
Agnitum
AhnLab-W3
Antivic
Anti-A0L
Awast

ANG

BitDefender

ByteHero

CAT-QuickHeal

ClamAns

Commtouch

Comodo

CrwWelb

Emsisoft

eSafe

Result

Suspicious!S5a,

HEUR/Crypted

WWin32/Heur

Eackdoor. Shell_AdC

(Suspicious) - DMNAScan

W32/ Threat-HLLIMIEldorado

FPacked Win32 Packer ~GEM

Baclkdoor. Shell_AC (B)

WWin32 Stration

Update

20121029
20121029
20121030
20121027
20121029
20121030
20121030
20121029
20121030
20121029
20121030
20121030
20121030
201210320

20121028




i total

SHAZ256 0eB68c115a642d67100511a3d35870d3a03aedd¥Hd309ckb2eb65bab53a5550d2f0
Filz name: msfExc_cxo
Detection ratio 2444

Analysis date: 2012-10-30 07:29:14 UTC { 0 minutes ago )

Analysis Commeaents Additional information

Antivirns Resulr lipdare

Aagriilurn 20121029
AhnLab-W3 20121029
Antivir 20121030
Antiv-A0L 20121027
Avrast =

ANG 20121030
BitDefender 20121030
ByteHero 20121029
CAT-CuickHeaal 20121030
Clamans 20727049
Commtouch 20121030
Comodo 20121030
Oriveb 20121030
Emsisoft 20121030

eSafe 20121028




TTPs

= Environmental awareness
- Network
» SYN vs Connect scan
= ping-n1i<ip>
= SSL where possible
- System
= Avoid domain accounts
= Build a profile

= Countermeasures

— Don’'tignore anomalies or alerts




TTPs

= Data exfiltration techniques
— Archive files (usually .rar)
— Stage on separate box

» Recycle bin
= System volume information

= Data exfiltration channels

Compromise server in the DMZ

Transfer via RDP

Base64 en/decode to/from target via shell
HTTP/S

» Countermeasures
— Block outbound all, lock down proxy, block outbound SYN in DMZ




800 192.168.10.100

Recyde Bin
u base64 - Notepad

File Edit Format View Help

TVQQAAMAAAAEAAAS S /BAAL QAAAAAAAAAQAAAAAAAANNNANANAAAAAAAAAAAAAAAAAAAAAAANAAAAAAA
MmEMAAa\mCug4AtAr1NIbgBTMDhVGhpcwacmgncmFtIGthmSVdCB'l Z5Bydwdgawd grREITIGLY
DQOKIAAAAAAAANCTOPDIWL1mehddZ noxXXwWZ 6F r EWShdNZ noVURZCF 3 TmehbhG1INCWZ 6FUEaa
hdRZnoxxWZ+FHTmehvRRwAXfWZ 6Fg3quhf 9ZnouaX5iF1ImehvIpyY2 JXWZ OF AMAAAAAAAAAAAAAN
AAAAAFBFAABMAQOAY20050AAAAAAAAAALAAPADSBEQAASAAAAKAAAAAAAAAT SOAAABAAAADAAAAN
AEAAABAAAAAQAAMAE AAAAAAANAADAAAAANAAAAGABAAADAAAAMAAAAQAAMAAAE AANE AAAAAACAAND
AAAAAMAAE AAAAMMAAAAAMAAADMCAAHGAAAAAUAE AYACAAAAAAAAAARAAAAAAAAMAAAAAAAAAAAAAR
AODBAAACAAAAAAANAANAAAANAAANAAAANAANAAAAAAAAAAAANAANAAAANAAAAAAANADAAADGAQAN
LNR1eHQAAABMGQQAAABAAAACWAAAAE AAAMALAAAAAAANA

AAAATAAAYC SYZGFOYQAASgBAAADAAAAAE AAAAMAAAAAMAANAAAAAANAASAE AAAEAUZ GFOYQAAAFXW
AMAUMMEMMDQAMAAMAMAAMAMABAMDAL n :l z CHMAAADI BWAAAFABAAAQAAAAEAEAAAAA

e 1:43PM
o TR 10/30/2012 =




192.168.10.

B windows Powershell (x86) H=] E3
P8 GC:xUsers>bond@B~Desktop» Sdata = .“\baseb4d.txt !
PSS C:sUsers~bond@B~Desktop? [system.convert]l::FromBaseb4String(5datad | Set—Content out.exe —Encoding Byte [ = s

basecd PS C:xlUserssbond@B@~Desktop?> _




TTPs

= Persistence APT style

- Nothing good out there...
» Meterpreter—0OSS
» Corelmpact—$$$%%
= Poison Ivy — Private
» DarkComet — Private
- - Who's going to trust these?

= Techniques
— DLL hijacking
- Service
- Applnit registry
- DLL wrapper

Think of that restraining order
as a "suggestion.”




TTPs

= Go custom or go home... OUNTai
De
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DATA EXFILTRATION METHODOLOGY

Step One: C2 Communication
The malware contacts

C2 servers for instructions,
such as downloading and
executing new malware or
opening a reverse backdoor —
allowing the attacker full
access to the compromised
system, bypassing firewall
restrictions.

Step Two: Attack

The attacker (through the
reverse backdoor) compromises
multiple sources of interest,
such as database servers,
email servers, and file

share servers.

Step Three: Data Staging
The attacker sends data to
a staging server. Once the
data is set, the attacker
then compresses the data
(using the rar.exe utility)
and password protects it.

Step Four: Data Exfiltration
The attacker uses malware

to send the data through

an encrypted tunnel to a
malicious external IP address.

0

x| : g

Malicious System Firewall Compromised System

e e

Staging Server Target Systems: E-mail,

File Servers, Databases

o .a.___l_"DF. DOC, XLS, CAD, E-mail



Conclusion




Conclusion

= Know your network
- That means monitor the traffic

= Netflow, signatures, baselines

= Egress Filtering

Like it is going out of style

= Proxy or die!

Proxy all traffic

Break & Proxy HTTPS traffic
Look out for base64 encoding

If you can’tinspectit...

= You just made someone’s b-day ©




Conclusion

= |t's not the appliance / server/
IDS / IPS [ software [ device's
fault... '

= Expecting your network
devices to identify unknown
traffic is like expecting your
AV to detect a o-day.

D OH!
ITS WinDbOWSs.




Conclusion

= Testing should be modeled after threats

~ Vulnerability scans don't cut it IF YOU ENGAGE IN
RISKY BEHAVIOR

— Correct practice makes perfect

PRACTICE
?a%ﬁ;ﬁ ‘ S
QEC g %ot YOU SHOULD GET TESTED ONCE A YEAR




Conclusion

= Offense is sexy, defense is lame
- We need to change the way we think about the problem:s.

THE BEST OFIFENSE

Vo

IS A GOOD DEFENSE

© WOBDE & LM RS




Conclusion

= The attackers have them, do you?
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\ _
\\: . g | ) o
’ '.Il;.\ \
5% @
o bRt ¢ 4




The End!

= Questions?

= Contact Information
— Brady Bloxham

Silent Break Security
brady@silentbreaksecurity.com

www.silentbreaksecurity.com

(8o1) 855-6599




